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Legal, and Security Confrontation of

Social - Media - Related Crimes

dlazh) @3l daeVly duy i) dgzloh)
slaz¥ Lolgd! 2815

This study throws the spotlight on an important issue with
multi-faceted social impacts, which is the issue of crimes
associated with social media, and relevant confrontation by
police bodies. The study defines the concept of social me-
dia sites and sets forth their characteristics. It also enumer-
ates forms and types of social media crimes and sheds light
on UAE, regional and international legislations enacted to
counter such crimes. Study sums up with the following key
findings:

1. UAE Law on Combatting IT Crimes as amended doesn’t
keep pace with the latest changes that have taken place in
communication and social media means.

2. Despite latest amendments introduced to it, the Law on
Combatting IT Crimes didn’t regulate means of evidence
collection in social media crimes, given that all evidence
collection procedures are inconsistent with the accused's
rights to privacy. Legislator also didn’t legalize pre-crime

technological tracking.

The following are the key recommendations:

1. Amendment of Article (4) of the said law to be as follows :

(whoever accesses a website, an electronic information sys-
tem , a network or an information technology means with-
out permission, whether the intent is to obtain government
information or information related to financial, commercial
or economic establishments).

2. Amendment of Article (9) to be as follows: (whoever circum-
vents IP Address using an anonymous address, or a third
party's address, or impersonates others with the intent to

commit or hide a crime or defame).

-21-
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